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Automated Border Control

Automated Border Control (ABC)
uses various types of technology
to (partially) automate the border-
control processes.

It uses devices like:

e eGates

e Self Service Kiosks

e Self Service Smart Devices

These devices are good at
performing standardised,
repetitive, administrative tasks.




ABC and the use of eMRTD

ABC generally requires the use of
an electronic Machine Readable
Travel Document (eMRTD) in
absence of a human border-guard.

eMRTDs contain a chip which
contains data of the bearer,
including biometric data (facial-
image, fingerprints, other?)

eMRTDs can be:

e Electronic passport (ePassport)
e Electronic Identity Card

e Electronic Residence permit

e Electronic tokens 3




ABC for Third Country Nationals in
{——//

The SmartBorders initiative will permit the use
of ABC for Third Country Nationals (TCN) under
specific conditions.

As currently the case for EU citizens, the use of
an electronic Machine Readable Travel
Document (eMRTD) will be mandatory.

TCN would use self service kiosks to
register/enroll personal details (including
biometrics) and eGates to verify previously
given personal details (including biometrics).




Differences in document inspection
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What is the significant
difference between a
'machine’ inspecting
your passport and a
human border-guard
Inspecting your
passport?

There are other significant
differences requiring
compensatory measures but these
are not part of this initiative




eGate vs. border-guard
Optical vs. Digital
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Document Signer

EF.SOD :
(should) be Checking
checking electronic (primarily) optical
security features features

How will the 'machine’' determine that the document is GENUINE?
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FastPass TOMORROW TODAY

What about real document inspection algorithms?

Commercially available document authentication systems
= Typically use more sophisticated metrics/checks
= Currently used in manual checking to assist the inspection process

= Counterfeiter MUST create a document that fools the human observer AND the
document inspection system at the same time

Attacks on fully automated document inspection can be tuned to
exploit weaknesses of a specific checking algorithm in use

= We demonstrated this problem on a modified UV page of a real passport:

UV page of areal document. Modified UV page
Similarity against ground-truth model: 87% x Similarity against ground-truth model: 94% Z |
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The work has been supported by the FastPass project. The research leading to these results has received funding from the European Union Seventh Framework Programme (FP7/2007-2013) under grant agreement n°
312583. This publication only reflects the author’s view and the European Union is not liable for any use that may be made of the information contained therein. All document contained therein cannot be copied, reproduced or
modified in the whole or in the part for any purpose without written permission from the FastPass Coordinator with acceptance of the Project Consortium.



EU Passport in ABC gates

All data in the chip (alphanumeric & picture) of an eMRTD is digitally
'signed' by a Document Signer (DS) derived from the Country Signing
Certification Authority (CSCA) certificate.

This digital signature can be verified against the 'trusted' CSCA
(called PassiveAuthentication or ActiveAuthentication), leading to a
high degree of assurance that the chip and its data are genuine

Disabling the 'original/real’ chip in an eMRTD is simple; Creating a
‘fake' chip with a new facial image that is linked to the real passport
is simple;

In the majority of EU ABC eGates, the live-facial-image is compared
to the facial-image extracted from the eMRTD; there is no
(automated) comparison between the live-facial-image and the
optical picture on the data-page of the passport

In case of a match (score > 80% for example), the border-guard 8
does NOT intervene (generally) ——



EU Passport with new-fake chip
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In an ABC gate, this situation can only be detected
by doing a PassiveAuthentication (PA) using a

l trusted CSCA that belongs to the signature.
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ificates with

public keys
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Masterlists in the EU/Scheng
& Worldwide? %

We seem to have
Masterlists in:
DE, CH, ES, HU (on PKD)

Trusted CSCA collections
seem to exist in:
NL, FI, PT

What about other
countries?

-in EU

-in the World
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Schengen Masterlist

Might
with .
count

...and

Home Actueel

~ Reisdocumenten

* Paspoort en
Nederlandse
identiteitskaart model
2014

* Voorlichtingsfilms
Reisdocumenten

> Regiobijeenkomsten
Reisdocumenten 2014

> Echtheidskenmerken
* Security features

» Basisregister
Reisdocumenten

* Register
Paspoortsignaleringen

» Zelfevaluatie paspoort
en Nederlandse
identiteitskaart

> \fraag en antwoord
reisdocumenten

~ Informatiebank
* Juridisch
> Procedures

* Communicatie

Rijksdienst voor Identiteitsgegevens

Ministerie van Binnenlandse Zaken en
Koninkrijksrelaties

BRP RGEELLEENGELICHKE BSN  PIVA-V | Organisatie

Home * Reisdocumenten * Informatiebank * Procedures
Download certificaten

Webpagina | 07-06-2010

Over de persoonsgegevens die in de chip zijn
opgeslagen, is een digitale handtekening gezet.
Iedere chip bevat een DS-certificaat waarmee de
digitale handtekening kan worden geverifieerd. De
authenticiteit van het DS-certificaat in de chip kan
worden nagegaan aan de hand van het
bijbehorende CSCA-certificaat. Download hier de

CSCA-certificaten en de Certificate Revocation List.

Heeft u problemen met het downloaden van de
certificaten? Neem dan contact op met uw ICT-afdeling.
Oorzaak van het probleem kan zijn:

de beveiligingsinstellingen van uw netwerk
u gebruikt een verouderde versie van uw browser

Kenmerk: Digitale handtekening
Plaats: Alle documenten met een contactloze chip.

Eigenschap: Over de persoonsgegevens die zich in de
chip bevinden, wordt een digitale handtekening gezet.

Het DS-certificaat waarmee de handtekening kan worden

naevearificsard ic nnnnnnwrhin Na anthanticiteit

Sitemap Uitgebreid zoeken

Downloads
*CSCANL1

> CSCA NL 2 'CA
> CSCA NL 3 st
> CSCA NL 4 F

> Link certificate CSCA NL 1
- CSCANL 2

» Link certificate CSCA NL 2
- CSCANL3

> Link certificate CSCA NL 3
- CSCANL4

» Certificate Revocation List

> Vingerafdrukken CSCA-
certificaten
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Schengen Masterlist Pilot
Collaborative approach to

validate new CSCA

European

ommsson_The most complex problem in
establishing a common Masterlist is
agreeing on HOW to validate new

CSCAs.

Example:
"a CSCA from Panama is received"

- How to distribute it to all MS+?

- Who is able to validate against
DS's obtained from actual
ePassports?

« Common rules on validation?

« How many ePassports?

 During which time-span?

- How many locations?

13
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So I have a dream....

« Up-to-date, (automated, mandatory) collection of EU CSCAs (Passport, ID-
card, Residence permit)

« Active personal contacts with all third-countries issuing eMRTDs

« Validation of CSCA certificates to actual passports/ID-cards/Residence permits,
that are seen in border-control

« Collaborative approach to validating CSCA into Schengen Masterlist
« Central storage of Schengen masterlist (but also in PKD

« Technical facilitation of using a masterlist at border-control

14




Schengen Masterlist Pilot
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To analyse its feasibility, we'll do a pilot:

« Take existing Masterlists in the EU and have MS validate the existing CSCA's on
those list, then merge into a new Schengen Masterlist

« Request all MS to validate the content of this new Masterlist

« Sign Schengen Masterlist with the EU Laissez-Passer CSCA certificate

« Distribute this CSCA in an Article 6 meeting in Brussels

« Publish the pilot Schengen Masterlist on a server, possibly upload to ICAO PKD
« Choose limited number of ABC pilots to use this list

« Help MS to use this list

 Try to update the list with new CSCA's.....

15
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The Schengen Masterlist would
probably be published on a JRC
server, hosted in Ispra (IT)

The EU Laissez-Passer CSCA
would be used to sign it.

Once member of ICAO PKD, it
would also be uploaded to the
PKD.

Schengen
Masterlist
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European Smart Borders Pilot!

Can | participate?

non-EU
18 years old
electronic passport
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Thank you




